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SECTION 1 
 

GENERAL CONSIDERATIONS AND 
PLANNING GUIDELINES  
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INTRODUCTION 
 
This Incident Management Manual provides information and incident plan guidelines to be incorporated 
in dealing with most incident or events of critical nature within the school district.  Because no two 
incidents are the same, no manual will provide all the necessary information to prevent every incident. 
The organizational guidelines being provided in this manual are intended to organize an incident 
management team so that they, as a group, can better respond. 
 
The District-Wide Safety Team will work to improve the safety plan on a consistent basis in order to 
identify potential issues not already identified and prepare plans that may assist in addressing them. The 
District-Wide Safety Plan will be shared with appropriate agencies as identified by the District-Wide 
Safety Team for their use in responding to and assisting with incidents affecting the Ithaca City School 
Districtôs campuses, staff and students. 
 
Each educational building Principal is responsible for initiating Building Level Safety Teams that are 
charged with developing and updating the Building Level Safety Plans for their facilities.  These plans 
must be updated annually and must supplement the District-wide Safety Plan. All such plans and any 
revisions must be approved by the Board of Education prior to the start of each school year. 
 
When developing/updating the plans, each group shall: 
 

● Notify the District-wide Safety Team of any concerns or developments or changes and 
deliver updated plans for inclusion in the appendix of the District-Wide Safety Plan. 

● Disseminate the changes within their structural group. 
● Add training where possible to test responses based upon changes made. 

 
After an incident has occurred, a Post Incident analysis shall be conducted by the appropriate group to 
analyze how effective the Building Level Safety Plan and/or District-Wide Safety Plan was in dealing 
with the event and make recommendations for changes or improvements. This review will be conducted 
by the Building Level Emergency Response Team, the Building Level Safety Team and the District-Wide 
Safety Team. 
 
This manual is broken down into five categories: 
 

Section 1 General Considerations and Planning Guidelines: 
● District-Wide Safety Team roles and responsibilities  
● Building Level Emergency Response Team roles and responsibilities 
● Incident Command System and National Incident Management System 

compliance 
● Interacting with the media 
● Parent/Guardian communications 
● Post incident recovery 

 
Section 2 Risk Reduction/Prevention and Intervention: 

●New York State Police threat assessment model 
●Department of Homeland Security/United States Secret ServiceðEnhancing 
School Safety Using a Threat Assessment Model 
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●New York State Center for School SafetyðThreat assessment resources 
●New York State Center for School SafetyðEmergency preparedness 
●New York State Police Bomb Threat Instructions 

 
Section 3 Response: 

●Detailed Guidelines and tools for specific incident threat types and recommended 
response actions by threat type. See Index of Section 3 for list of incidents 
contained within Section 3 Response. 

 
Section 4 Post-Incident Response: 

● Establishment of Post Incident Response Team 
● Resources for recovery 

 
Section 5 Appendices: 

● Building Security Requirements 
● Ithaca District Building Information 
● Important Telephone Numbers 
● Local Private & Tompkins County Schools 
● Mental Health Providers 
● Two-hour Delay Procedure 
● NIMS Incident Forms 

 
As a matter of security Section 1: General Consideration and Planning Guidelines is the only section 
which is subject to the Freedom of Information Law and as such only generic information will be posted 
in this section. Building level and District level emergency response plans shall be confidential and shall 
not be subject to disclosure under article six of the Public Officers Law or any other provision of law. 
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DISTRICT-WIDE SAFETY TEAM 
 
The District-Wide Safety Team consists of: 

● School Board 

● Superintendentôs Designee 

● School safety personnel 

● Administration 

● Teachers 

● Parents 

● Other school personnel 

The District-Wide Safety Team is responsible for: 

● developing, reviewing and maintaining the District-Wide Safety Plan to include: 

o identification of sites of potential emergency 

o description of plans for taking the following actions in response to an emergency 
where appropriate: 

▪ School cancellations 

▪ Early dismissal 

▪ Evacuation 

▪ Sheltering 

o policies and procedures for responding to implied or direct threats of violence by 
students, teachers, other school personnel and visitors to the school 

o policies and procedures for responding to acts of violence by students, teachers other 
school personnel and visitors to the school, including consideration of zero tolerance 
policies for school violence 

o appropriate prevention and intervention strategies, such as: 

▪ collaborative agreements with State and local law enforcement officials 
designed to ensure that school safety officers and other security personnel are 
adequately trained,  including being trained to de-escalate potentially violent 
situations, and are effectively and fairly recruited 

▪ nonviolent conflict resolution training programs 

▪ peer mediation programs and youth courts 

▪ extended day and other school safety programs 

o policies and procedures for contacting law enforcement officials in the event of a 
violent incident 

o description of the arrangements for obtaining assistance from emergency services 
organizations and local governmental agencies 
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o procedures for obtaining advice and assistance from local government officials, 
including the county officials responsible for implementation of article 2-B of 
Executive Law 

o identification of district resources which may be available for use during an 
emergency 

o description of procedures to coordinate the use of school district resources and 
manpower during emergencies, including identification of the officials authorized to 
make decisions and of the staff members assigned to provide assistance during 
emergencies 

o procedures for contacting parents, guardians or persons in parental relation to the 
students of the district in the event of a violent incident or an early dismissal 

o procedures relating to school building security, including, where appropriate, the use 
of school safety officers and/or security devices or procedures 

o procedures for the dissemination of informative materials regarding the early 
detection of potentially violent behaviors, including but not limited to the 
identification of family, community and environmental factors to teachers, 
administrators, parents and other persons in parental relation to students of the school 
district or board, students and other persons deemed appropriate to receive such 
information 

o procedures for annual multi-hazard school safety training for staff and students 

o the identification of appropriate responses to emergencies, including protocols for 
responding to bomb threats, hostage-takings, intrusions and kidnappings 

o strategies for improving communication among students and between students and 
staff and reporting of potentially violent incidents, such as the establishment of 
youth- run programs, peer mediation, conflict resolution, creating a forum or 
designating a mentor for students concerned with bullying or violence and 
establishing anonymous reporting mechanisms for school violence 

o a description of the duties of hall monitors and any other school safety personnel, the 
training required of all personnel acting in a school security capacity, and the hiring 
and screening process for all personnel acting in a school security capacity 

o a system for informing all educational agencies within such school district of a 
disaster 

o certain information about each educational agency located in the school district, 
including information on school population, number of staff, transportation needs and 
the business and home telephone numbers of key officials of each such agency 

● reviewing Building Level Safety Plans for coordination with the District-Wide Safety Plan, 

● recommending changes to the plan for Board of Education adoption, 

● hearing concerns of employees regarding health and safety concerns and considerations, 

● reviewing Building Level Safety Team plans and schedules for drills 
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o procedures for review and the conduct of drills and other exercises to test 
components of the emergency response plan, including the use of tabletop exercises, 
in coordination with local and county emergency responders and preparedness 
officials 

● reviewing and/or recommending policies regarding health and safety to report to the Board of 
Education 

o policies for contacting parents, guardians or persons in parental relation to the 
students of the district in the event of a violent incident or an early dismissal 

o policies relating to school building security, including, where appropriate, the use of 
school safety officers and/or security devices or procedures 

o policies for the dissemination of informative materials regarding the early detection 
of potentially violent behaviors, including but not limited to the identification of 
family, community and environmental factors to teachers, administrators, parents and 
other persons in parental relation to students of the school district or board, students 
and other persons deemed appropriate to receive such information 

o policies for annual multi-hazard school safety training for staff and students 
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BUILDING LEVEL SAFETY TEAM 
 

The Building Level Safety Team is a building-specific team appointed by the building principal, in 
accordance with regulations or guidelines prescribed by the Board of Education. The building-level team 
shall include, but not be limited to, representatives of teachers, administration, and parent organizations, 
school safety personnel, building level emergency response team members, other school personnel, 
community members, local law enforcement officials, local fire and ambulance or other emergency 
response agencies, and any other representatives the school board deems appropriate. 

The Building Level Safety Team is responsible for developing the Building Level Safety Plan which is a 
building specific school emergency response plan that addresses crisis intervention, emergency response 
and management at the building level in the format prescribed by the State of New York and entered into 
the New York State Education Department data system. 

The Building Level Safety Plan shall be reviewed annually and any recommended changes submitted to 
the District-Wide Safety team for review and inclusion in the District-Wide Safety Plan and subsequent 
adoption by the Board of education. 

Building-level emergency response plans shall be confidential and shall not be subject to disclosure under 
article six of the Public Officers Law or any other provision of law. 

The Building Level Safety Teams shall meet at regular intervals to: 

● appoint the Emergency Response Team with roles specified in the Incident Command System 

● appoint the Post Incident Response Team 

● appoint any other Incident Response Team(s) deemed necessary 

● plan and schedule emergency drills 

● conduct tabletop drills and actual drills to test segments of the safety plan 

● critique drills and make recommendations on improvements to building level and district level 
plans 

● gather information on safety concerns to report to the District-Wide Safety Team 

● review and restructure safety team to meet current needs as conditions change including 
construction safety in accordance with Commissioner of Education Regulation Part 155.5 
Uniform Safety Standards for School Construction and Maintenance Projects 

● identify key personnel with specific skills relative to response within the building for emergencies 
including first aid and CPR/AED training 
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INCIDENT COMMAND SYSTEM 
 
ROLE LIST: 
 

Incident Command 
Incident Commander 

Incident Command Liaison 
Incident Safety Officer 

School Site Security 
Public Relations Liaison 

Parent Reunion Organizer and Liaison 
Information Officer 

Communication and Recorder 
 

Operations Section 
Operations Chief 

Student Accounting 
 

Planning Section 
Planning Chief 

Staff Assignments 
Counseling 

 
Logistics Section 

Logistics Chief 
Off-Site Transportation Coordinator 
Off-Site Evacuation Coordinator 

 
Finance Section 

Finance Chief 
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INCIDENT COMMAND SYSTEM (ICS) 
 
Permanently assigning specific areas of responsibility to members of the incident management 
team provides each member with the opportunity to specialize in the management of his or her 
area.  Plans are made, policies established, and training conducted in advance of any emergency 
incident.  The ICS also addresses the uncertainty of exactly who will be in the building during an 
emergency.  When assigning the management of critical roles in the ICS, multiple substitutes are 
named to assure coverage at all times.  This may require some individuals to be responsible for 
more than one task, but only if the primary person is out of the building.  While the ICS 
identifies roles for the members of the crisis management team, all school faculty members have 
an organized reporting system that lists their specific functions during an emergency.  Teachers 
with students in class will have specific functions, as will teachers not assigned a class when an 
emergency occurs. The Building Level Safety Plans for each facility are included in the 
Appendix and are updated annually. 

Emergency responders are required to use ICS to manage emergency events.  Because of this, a 
school with assigned roles for administrators and teachers is able to work more efficiently with 
the responding local, state or federal agencies.  These agencies will be able to quickly identify 
the schools Incident Commander and liaison, which will quickly answer questions about the 
incident and school operations. 

Roles for which personnel need to be assigned include: 

Incident Commander ï this may be the building principal or designee or the District 
Superintendent or designee depending upon the scope of the incident. The Incident 
Commander is the overall leader during an incident, makes decisions based upon 
information and suggestions provided by other members of the Incident Command. The 
Incident Commander may retain responsibilities for other tasks or may delegate them to 
other members of the ICS or to BLERT members based upon incident complexity. 

Student Accounting ï This member is responsible for ensuring that all teachers have an 
accurate accounting of students and for coordinating efforts in accounting for missing 
students. This role involves planning for incidents and communicating with faculty on the 
importance of removing rosters during an incident so student accountability can take 
place. 

Transportation Coordinator ï Some incidents may require moving the student population off 
school grounds. Depending on the time of day and severity of the incident, students may 
need to be dismissed from an off-site location. The person responsible for organizing this 
operation should coordinate the arrival of buses and the loading of students onto the 
proper bus. This process will become complicated with the arrival of parents and/or 
guardians seeking to pick up their children. Bus rosters and planned bus route 
information shall be maintained current.  Component school transportation coordinators 
will be notified and efforts for transportation in the event of an incident requiring 
evacuation to an off-site location will be directed by the transportation Coordinator. 
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Off-site Evacuation Coordination ï This activity is required whenever the building or campus 
will be evacuated based upon the incident and severity. The Incident Commander shall 
determine whether further evacuation is required. 

Agency Liaison ï The Incident Commander may appoint an agency liaison to interface with 
other local, state or federal agencies during an incident. All information released from the 
liaison must be approved by the Incident Commander. 

Parent Reunion Liaison ï this position is required to coordinate efforts to reunite parents and/or 
guardians with children for release from school.  Records of release of students are 
required for any child not returned home on a bus from an incident. This liaison shall 
report to the release area and coordinate with the Public Relations Liaison regarding 
location, time and requirements for release of students during and after an incident. 

Public Information Officer ï the Public Information Officer is responsible for the timely 
issuance of information to media and the public regarding the incident.  No information 
regarding the incident shall be released without the approval of the Incident Commander. 
This position may be staffed by the Incident Commander based upon the complexity of 
the incident. 

Communication and recording ï During and incident the recording of events and timelines is 
required to assist in determining goals and objectives for each operation period based 
upon the complexity of the incident.  This information may be required for reconstructing 
the incident by police or fire departments,  legal proceedings after the event and for 
planning purposes to improve responses to incidents. This person should keep detailed 
record of all events, decisions, and actions including annotation of time. 

Counseling ï After an incident of significance counseling for student, staff and faculty may be 
required. This person is responsible for providing intervention for people affected and 
may need to coordinate the efforts of outside organizations in assisting in the needs of 
those involved. The Post Incident Response Team shall be mobilized based upon specific 
needs in recovery for the district. 

The incident command system positions for each building are addressed in each buildingôs 
Building Level Safety Plan. 
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STAGING AREAS 
 

During a school crisis, the expected response to a school by the media, community residents, and 
parents will create without a plan in place.  Every school must be prepared for the possibility of 
an evacuation during an emergency or crisis.  The logistics of moving a student population must 
be planned and fully understood by all those responsible for the safety and security of children. 

The Incident Commander or person designated to supervise the staging process must identify 
local areas that can be utilized during a crisis.  Arrangements and agreements to use these areas 
need to be reviewed and updated on a regular basis.  These areas must be large enough for 
vehicular and pedestrian traffic, while also isolated from the incident. This information is 
included in the Building Level Safety Plans. 

OFF-SITE EVACUATION OF STUDENTS 

The default off-site evacuation of students for the Ithaca City School District is included in each 
school buildingôs Building Level Safety Plan. This location should be used for bomb threat 
evacuations or anytime students need to be moved a safe distance from the school campus.  

Alternate off-site evacuation site will be determined by the Staging Officer or Incident 
Commander based upon the incident.  

MEDIA STAGING 

The local media is responsible for providing coverage of local events.  A crisis or emergency at a 
school is a major news story and will solicit the response of countless news organizations.  The 
Incident Commander must prepare for the media response and understand that ignoring the 
media is not an option during a crisis. 

A designated media location for any incident needs to be established and communicated to all 
media outlets so that they know where to go to receive timely and accurate information regarding 
any incident. Should an alternate location need to be established due to the nature of the incident, 
the Incident Commander will notify the media outlets of the media staging area. The Incident 
Commander may delegate the authority for Public Information Officer to another person based 
upon the complexity of the incident. Tompkins County provides Public Information Officer 
Services as part of the county response system and as such the Public Information Officer may 
be utilized 

COMMAND POST 

Police and fire departments will establish a command post for their operations during a 
school-based incident and will require communication with a schools incident command post for 
information and planning.  Because of this relationship, the schoolôs incident command post 
must be located near the school but out of the direct danger zone.  This location should also 
allow for the police and fire operations and be large enough so each can operate independently 
when needed.  The person in charge of the incident should respond to the school command post 
early in the emergency and remain at that location until the incident has concluded. 

)#3$ $blmkb\mÉ7b]^ 3Z_^mr 0eZg    5i]Zm^] .hoÈ ûùúā  0Z`^ 14 
 



PARENT REUNIFICATION AREA 

The parent reunification area should be away from any other of the staging areas and can be 
some distance from the school building.  The location for this activity will be identified based 
upon the incident. If the incident does not require student evacuation, the Incident Commander, 
or designee will determine a safe and appropriate location for this function to occur.  

Students will not be released without proper identification and authority to request release from 
the school. When fully operational, the Navigate Respond platform will be used to facilitate the 
Parent Reunification process.  
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CRITICAL INCIDENT RESPONSE KIT 
 

This kit shall be maintained and updated on a regular basis and stored in a central location, with 
one person and an alternate being responsible for its removal from the school during an 
emergency. 

Because of the number of items, a large rolling container has been provided to each building and 
designated for the response kit.  While the list can be downloaded from a computer, a hard copy 
should be included in the kit since computer access away from the school is not guaranteed.  The 
maintenance of the items contained in the response kit shall be assigned to one member of the 
BLERT for each building with a fixed schedule for updating the information. 

The following items are recommended based on information and materials that will be needed at 
off-site locations.  These items will also assist the police and fire departments in dealing with a 
crisis at a school: 

● Emergency Care Cards 
● Master roster of all classes 
● Daily attendance list 
● Master Bus Schedules 
● Bell Schedule 
● Faculty information sheets (emergency contacts) 
● Copy of District-Wide Safety Plan including QuickLook 
● Maps/footprints of school 
● School Phone Lists 
● List of internal phone numbers and locations of phones 
● Flashlights (batteries checked every six months) 
● Note pad/pens/pencils (for freezing weather) 
● First Aid Kit  
● Latex Gloves 
● List of personnel with portable radios  
● Location and instructions for mechanical systems (water, electric, gas, cable 

TV, etc.) 
● Incident recorder log 
● List of students and staff requiring special assistance 
● Automated External Defibrillator (AED) 
 

In addition to the above items, the visitor log and any extra school radios and cellular phones 
should be placed in the kit prior to leaving the building. 
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SCHOOL PARTNERSHIPS 
 
Incidents may arise that will require resources which are not typically available from within the 
Ithaca City School District organization. As a result the Ithaca City School District has and will 
enter into partnerships with other schools, businesses and agencies for support during incidents 
and the recovery from incidents. 

Ithaca City School District has confirmed by resolution a commitment to follow the National 
Incident Management System (NIMS) and is a participant in local, municipal and regional 
emergency planning groups with the intention of providing assistance to other school districts 
and agencies when the need arises and the resources. Ithaca City School District will also accept 
assistance from other schools, businesses and agencies during incident response and recovery. 

From time to time memorandum of understandings will be prepared describing the anticipated 
relationship between Ithaca City School District and supporting entities.  

Partnerships may include but are not limited to: 

● Off-site evacuation 

● Sheltering 

● Transportation 

● Heavy equipment 

● Fire services 

● Emergency medical services 

● Law enforcement 

Ithaca City School District is a willing participant in the Tompkins County Department of 
Emergency Response system. 
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TRAINING AND UPDATING 
 
Critical incident training can come in the form of open lectures, discussions, table top drills or 
actual training exercises.  The more a plan is practiced and reviewed, the better that plan will be 
implemented.  

Ithaca City School District has adopted an incident drill policy supporting execution of drills in 
various forms throughout the year. Each school Building Level Safety Team is responsible for 
developing an annual drill schedule and submitting this plan to the District-Wide Safety Team. 

Critique of all drills is necessary in order to receive feedback on improving aspects of the 
District-Wide as well as Building Level Safety Plans. All participants are encouraged to submit 
observations, concerns or reinforcement to the various safety teams without fear of repercussion. 

 
MEDICAL EMERGENCY PREVENTION/PREPAREDNESS 

● Identify building personnel trained in CPR, first aid, or other advanced medical training 
annually 

● Communicate to all faculty and students that safety hazards should be reported 
immediately and will be fixed 

● Monitor projects that could create hazards during school hours 

● Playground areas should be checked daily for any conditions which could cause children 
to be cut, fall, or otherwise be injured 

● Emergency care cards should be completed for all students and updated throughout the 
year 

● Insist that all accidents be reported, even if no visible harm or injury 

● Track the number of accidents that occur at the school  

● Do not allow teachers to give medical advice to students 

● Implement clear guidelines for the timely completion of injury reports 
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RESOURCES 
 
The National Incident Management System recommends that all resources are classified by type 
and classification. Ithaca City School District has inventoried, typed and classified major 
components for easy identification for use in incidents. 
 
Many ICSD staff and employees have experience and training in fields that could help during 
and emergency situation.  These special skills (e.g., in CPR, first aid, firefighting, law 
enforcement, security, mental health) should be identified and included in planning and 
considered for participation in Building Level Emergency Response Teams. A listing of these 
people shall be included in the Building Level Safety Plans. 
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CRISIS PHONE DIRECTORY 
 
The primary emergency telephone number for all emergencies is 911.  

Dialing 911 from any campus phone does not require an access code to reach the emergency 
dispatch center. The 911 number connects callers from cell phones and landlines to the 
Tompkins County Department of Emergency Response where requests for emergency 
assistance are made and dispatched for response to incidents. 

The following information is maintained in each of Building Level Safety Plans and shall be 
updated annually or whenever the composition of the District-Wide Safety Team, Building level 
Safety Team, Building Level Emergency Response Team, and Post Incident Response Team 
changes.  The listings for these people are located in each Building Level Safety Plans. 
 

● Phone tree for the crisis management team 
 

● Phone tree for the parent organizations 
 

● Phone tree for faculty notification during off-hours 
 

● Phone numbers for cluster notifications 
 

● Emergency phone numbers 
 

● Names and cell phone numbers of school personnel who have cell phones 
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DEALING WITH THE MEDIA 
All calls from the media should be referred to the Public Information Officer as part of the 
Incident Command Staff. All communications shall be made through the Incident Command 
System and all information must be cleared for release prior to communicating with any media. 
Tompkins County Department of Emergency Response has a Public Information Office available 
for any incident and may be activated by request of the Incident Commander. 

Prior to the onset of any incident it is important to let the media outlets know where to arrive to 
get information and what the rules are for getting any information. This will assist in having the 
media report to one location under controllable circumstances. 

Follow the practices of effective media communications which include timely, factual 
information such that there is no reason for misinterpretation of the facts or statements made. If 
information is not provided in a timely fashion, it is possible that the media will search for 
information from other sources, which may not be factually correct or applicable.  Staff and 
faculty shall refer all media inquiries to the Incident Commander or the District Superintendent 
without releasing any information to the media. Staff and faculty shall instruct students to not 
speak with the media unless approved by Incident Command. 
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COMMUNICATIONS TO PARENTS AND GUARDIANS 
Regular, clear communication between schools and families is essential.  With current 
technologies and communications methods such as websites, push text, reverse 911 and 
backpack letters are all effective methods of communicating essential information in a timely 
manner. Many of the component schools in the Ithaca City School Districtôs service area have 
methods to communicate through these methods. Tompkins County Department of Emergency 
Response has access to electronic communication tools that can also assist in external 
communications. 

When a critical incident has occurred at school or has involved one or more students or staff 
members in a school, letters, written in conjunction with public safety officials, can be an 
effective way of relaying important and helpful information.  Unlike verbal messages, letters can 
be reread and used as a reference tool.  

Reporters often use backpack letters to verify facts and, even more importantly, to demonstrate 
to the community that a school is taking care of its students and staff members.  The information 
in backpack letters can form the outline for media interviews. 

Letters to parents and guardians, often sent home in studentsô backpacks, are a key 
communications tool between principals and parents. 

In a critical situation, a letter home gives a district the opportunity to: 

● Explain the situation that exists 

● Describe the steps that the school has taken to ensure the safety of students and staff 
members 

● List ways in which parents and family members can support their children 

Of utmost importance in every decision is the safety of students and staff. 

The decision to send a backpack letter home after a critical incident is made on a case-by-case 
basis, usually by the incident commander in consultation with other administrators, such as the 
District Superintendent.  Public safety and public health officials are involved in the decision to 
send a letter, when they are involved in the investigation or the resolution of an incident. 

In making the decision to send a letter home, a series of questions are asked: 

● Are other children or adults endangered by this situation? 

● Are others likely to be at risk at a future time? 

● Are there actions that parents or guardians should take to further protect their children? 

● Are there harmful rumors in the school community that must be addressed? 
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Sometimes, it is not appropriate to send a letter home immediately. Sometimes, such a letter 
might inadvertently: 

● Promise a police or public health investigation 

● Violate the privacy of individuals in the situation 

● Create unwarranted anxiety 

WHAT SHOULD A BACKPACK LETTER SAY? 

All well-constructed backpack letters should: 

● be clear and simply written 

● avoid words or phrases that are inflammatory 

● contain only accurate information and do not speculate 

● involve parents in the solutions 

Often a backpack letter can be limited to three paragraphs. 

1. The first paragraph outlines the situation 

2. The second paragraph details the steps the school has taken ï along with other public 
safety and/or public health officials ï to remedy the problem 

3. The third paragraph lists ways that families can help and how families can get more 
information 

HOW IS A BACKPACK LETTER PREPARED? 

A draft of a backpack letter is prepared by the incident commander and first reviewed by the 
District Superintendent or designee.  In all situations that involve police or fire and rescue 
investigations, public safety officials must also review the letter before it is sent home.  

Draft letters should be e-mailed, faxed or delivered to the District Superintendent or designee.  If 
appropriate they will send the letter to the appropriate public agency for review.  While this 
process can be completed within an hour, if that is necessary to meet school dismissal times, 
every effort should be made to allow as much time as possible for the review process. 

When disseminating letters or communications in an electronic mannerïincluding phone 
messagesïconsideration must be given to those that might not utilize electronic communications 
methods and as such written letters may still need to be sent even if electronic methods are also 
employed. 
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SECTION 2 
 

RISK REDUCTION/PREVENTION, AND 
INTERVENTION 
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RISK REDUCTION PREVENTION AND INTERVENTION 
 

 

NEW YORK STATE POLICE -  THREAT ASSESSMENT MODEL  

 

DEPARTMENT OF HOMELAND SECURITY/UNITED STATES SECRET SERVICE- 
ENHANCING SCHOOL SAFETY USING A THREAT ASSESSMENT MODEL  

 

NEW YORK STATE CENTER FOR SCHOOL SAFETY - THREAT ASSESSMENT 
RESOURCES 

● Threat Assessment in Schools:  A Guide to Managing Threatening Situations and to 
Creating Safe School Climates 

● The Virginia Model for Student Threat Assessment 
● Threat Assessment at School: A Primer for Educators 
● A Retrospective Study of School Safety Conditions in High Schools Using the Virginia 

Threat Assessment Guidelines Versus Alternative Approaches 
● Threat Assessment Strategy Brief, March, 2016 
● Threat Assessment in Virginia Public Schools: Model Policies, Procedures, and 

Guidelines 
 
NEW YORK STATE CENTER FOR SCHOOL SAFETY - EMERGENCY PREPAREDNESS 
 

NEW YORK STATE POLICE BOMB THREAT INSTRUCTIONS 
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https://www.omh.ny.gov/omhweb/sv/sfschool.pdf
https://www.dhs.gov/sites/default/files/publications/18_0711_USSS_NTAC-Enhancing-School-Safety-Guide.pdf
http://www.nyscfss.org/project-save-linksresources
http://www.nyscfss.org/project-save-linksresources
http://docs.wixstatic.com/ugd/10c789_0e5532e6d7d24c1faab89e94f5fa49b8.pdf


 
 
 
 
 

SECTION 3 
 

Response 
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RESPONSE 
 
Staff, Student and Faculty responses to the following incidents are contained in the Building Level Safety 
Plans and are available through the Flipchart Guideline:  
 

● Anthrax/Suspicious Material 
● Bomb Threat 
● Building Collapse 
● Bus Accident 
● Crime Scene 
● Death/Suicide 
● Drugs And Drug Dealers 
● Evacuation (Fire) 
● Evacuation (Fire) Drills 
● First Responder Activity In Vicinity 
● Gas Odor 
● Hazardous Materials Exposure 
● Hold In Place 
● Lockdown (Intruder)  
● Lockout 
● Medical Emergencies 
● Missing Student 
● Non-ambulatory Response 
● Public Demonstration 
● Sexual Assault 
● Shelter In Place 
● Weapons 
● Weather 
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ANTHRAX/SUSPICIOUS MATERIAL 
 

If a letter, package, or container claiming to be infected with anthrax is received, or a phone call saying                   
there is anthrax present at your location, YOUR FIRST ACTION SHOULD BE TO CONTAIN THE               
THREAT TO AS FEW PEOPLE AND AS SMALL AN AREA AS POSSIBLE. This is accomplished by                
the following: 

● Immediately isolate the threat by not moving the letter, package, or container from its original               
location 

● Move people away from the immediate area and do not allow ANYONE to touch or move the                 
threat 

● Close doors and windows to the area and lock the room if possible to avoid others accidentally                 
contacting the threat. Those individuals originally present when the threat was discovered should             
remain nearby and not in contact with uninvolved individuals. They will not receive an              
additional exposure if the threat remains undisturbed 

● Call 911 and advise the operator of your situation.  Remain on the line until instructed to hang up  

● Notify Superintendent 

● School threat isolation/contaminant procedures vary from one locale to another. It is            
recommended that, if possible, the threat be isolated and confined to a given room or school area                 
as described above. It is not necessary to confine students to classrooms, evacuate the building,               
or directly send students to a predetermined assembly area within the school unless these actions               
aid the response efforts of the emergency service responders or these efforts will eliminate              
possible exposure to the threat if it is widely disseminated through the building or its location                
within the school is unknown 

● Those individuals who came in direct contact with the threat should be identified and assembled               
together in one location, if not already accomplished, so they do not possibly contaminate others               
with the threat - individuals who came in direct contact with the threat should be advised not                 
to eat, drink, smoke, chew, or rub their eyes, ears, nose, or mouth or place their hands near                  
their faces; they should be escorted to a hand wash station where they should thoroughly               
wash their hands and/or other contaminated body areas with copious amounts of soap and              
water. Only paper or cloth-drying towels should be used and these should be segregated from               
regular waste or dirty linen. If contamination of clothing is evident, clothing items should be               
carefully removed to prevent the spread of contamination and segregated in a given area. These               
individuals should remain together until released by health or law enforcement experts 

It is �Q�R�W���Q�H�F�H�V�V�D�U�\ to shut down heating, ventilation, and air conditioning systems within buildings with 
an anthrax threat unless the threat was directed at the HVAC system or the package/container was found 
within the HVAC system. 
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DEPLOYMENT OF SUSPICIOUS PRODUCTS 

Outdoors deployment of suspicious product 

● Call 911, Director of Facilities and Health & Safety (BOCES), notify Principal, School 
Superintendent and Building Level Emergency Response Team 

● Facilities Department shall shut down the HVAC, Powered Roof Ventilators, and the 
science/kitchen/technology exhaust hood for the entire building 

● Bring staff and students inside the building.  If they have been exposed, keep them 
separate from the rest of school population and have them wash with warm water and 
soap 

● Close all doors and windows 

● Minimize the introduction of outside air by placing towels in from of exterior doors and 
tape the seals of all exterior doors, windows, and ventilation supply vents 

● Follow directions of emergency response officials 

● Listen to local emergency officials by staying tuned to local radio, television and 
emergency messages 

Indoor deployment of suspicious product 

● Call 911, Director of Facilities and Health & Safety (BOCES), notify Principal, School 
Superintendent and Building Level Emergency Response Team 

● Facilities Department shall shut down the HVAC, Powered Roof Ventilators, and the 
science/kitchen/technology exhaust hood for the entire building 

● Isolate all staff and students who were in the immediate area for exposure evaluation by 
public safety personnel.  Document all who were in the area 

● Staff and students in the immediate area should wash with warm water and soap 

● Evacuate facility occupants to an area away from area of threat 

● Follow directions of responding public safety officials 

Deployment of suspicious product in water 

● Call 911, Director of Facilities and Health & Safety (BOCES), notify Principal, School 
Superintendent and Building Level Emergency Response Team 

● Know which water source serves your building. Notify water supplier if municipal water 
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● Make announcement that the water should not be consumed and that faucets should not 
be operated 

● Facilities Department shall shut off the main water valve to your building. Water main 
valves are indicated on building plans 

● Cover (bag) all water fountains and faucets 

● Document all staff and students that consumed water for that day for exposure evaluation 
by health officials 

ALSO SEE HAZARDOUS MATERIALS 
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BOMB THREAT 

BY TELEPHONE  

● During the call, complete the bomb threat checklist. A copy of the checklist is also 
included below 

● Stay on the line with the caller as long as possible, continuing to try and obtain more 
information about the threat 

● Call 911 and then notify the Building Principal and School Superintendentôs office 

● Without using portable radios, organize meeting with Building Level Emergency 
Response Team.  Radio and cell phone usage can resume at the off-site evacuation 
location, (minimum 300 feet away from building) 

● Assign recorder to document events as they take place 

● Evaluate the situation.  If time permits arrange for a systematic search of the school 
building by school personnel.  These searchers should be instructed to not touch anything 
and report any suspicious items to the principal. Teachers should check their classroom 
for anything that appears out of place or out of the ordinary 

● The decision to evacuate the school is the responsibility of the Incident Commander or 
his designee.  Police may order an evacuation if they see fit 

● If an evacuation is conducted, all evacuation routes must be searched 

● Follow off-site evacuation procedures 

● Notify the School Superintendent and Principal 

● If the threat identifies a location of the device, avoid evacuating through the area 
identified 

● The Building Level Emergency Response Team members responsible for off-site 
evacuation and student accounting should begin making preparations for an orderly 
assembly of students at the site 

● If an announcement is used to evacuate, remind teachers to bring rosters and begin the 
process of accounting for students 

● Once at the off-site evacuation location for all students, reporting any missing students to 
police 

● Re-entry into the school can only take place at the direction of the Incident Commander 
or designee 
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